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ACTIVE RISK MANAGER CONTROLS MANAGEMENT

Advanced Support for
Operational, Financial and
Regulatory Controls Management

Active Risk Manager (ARM) Controls
Management provides a comprehensive set
of capabilities to address a wide range of
control needs. ARM Controls Management
will support external financial controls
compliance requirements, such as Sarbanes-
Oxley, through to more comprehensive
enterprise-wide risk and control frameworks
involving Information Technology, Human
Resources, Health & Safety and Quality
Management.

Over the past decade, organizations have invested
heavily in improving the quality of their internal control
systems. They have made the investment for a number of
reasons. Good internal control makes for good business
— it helps organizations ensure that operating, financial
and compliance objectives are met. In addition many
organizations are required to report on the quality of
internal control over financial reporting, compelling them
to develop specific support for their

certifications and assertions.

Rather than treating the
management, reporting and
monitoring of controls as a
compliance matter and a cost
of doing business, ARM’s
economic based risk-reward
philosophy uniquely includes
the management of internal
controls as part of a wider
financial model. Controls are
treated in the same way as
the investment in insurance,
mitigating actions and business
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continuity rather than being looked at in isolation
without regard to the key risks of the business or
consideration of the materiality of the event which the
control aims to protect against.

In this way ARM provides a unified top-down
approach to controls management and regulatory
reporting that is performance and investment driven.
This ensures that investments in this area are made
within the same framework as any other parts of the
business. This capability and approach harmonizes
the top down COSO Enterprise Risk Management
framework and the COSO Internal Control - Integrated
Framework.
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ARM Controls Management

Organizations using ARM will have typically taken a top
down approach to Enterprise Risk Management and be
looking to reduce costs and improve efficiency of the
controls management process.

ARM Controls Management is designed to be

highly flexible and configurable to support existing
processes set up to link the management of controls to
performance management and risk processes. The aim
is to provide assurance regarding the achievement of
the following objectives:

B Effectiveness & efficiency of operations
B Reliability of financial reporting

B Compliance with applicable laws and regulations

COMPLIANCE

ARM applies a risk-based approach to compliance that
brings compliance management into organizations’
broader GRC strategies. This helps reduce risk, cut
costs and establish a viable long-term strategy to

meet multiple regulatory, legal and audit requirements
simultaneously.

This approach provides the following benefits:

B Automates and maintains consistent, ongoing and
repeatable processes for worldwide compliance
programs which could not be provided by
first-generation compliance solutions or via
spreadsheets

B Fosters a compliance culture by providing
employees and partners with the ability to measure
compliance status and issues linked to relevant
directives, policies and procedures and prioritized
risks

B Manages regulatory performance, assessment and
audit and increases accountability and business
ethics

B Consolidates all financial compliance activities and
reporting for increased transparency and oversight.

®  Allows the tracking and management of financial
controls by delivering a unified, adaptable and
highly automated solution

B Optimizes the costs associated with performing
controls management

B Monitors the effectiveness of controls put in place
to protect the business from operational disruption
(fallbacks)

B Validates that controls linked to insurance policies
are effective and protecting the terms of the fallback

policy

FINANCIAL CONTROLS MANAGEMENT

Many organizations have increased their efforts on
financial controls management over the last five years.
This is largely in regard to the focus on internal control
laid out by section 404 of the US Sarbanes-Oxley

Act, as defined by the Public Company Accounting
Oversight Board in their AS5 standard. This is a
mandatory requirement from the SEC for all US listed
companies. While once able to be considered in
isolation, the new auditing standard AS5 requires that
management and their external auditors should consider
relative risks when implementing and assessing internal
controls to achieve compliance with the SOX Section
404 internal control rules. In order to use these new
AS5 auditing standards effectively, all parties should
understand the risks surrounding their enterprise and be
able to document and attest to when they did or did not
raise an internal control exception issue.

ARM has the ability to record SOX-related risks, controls
and associated remedial actions with the option to
review these online or via reports. ARM provides a
number of user-defined fields which can be used to
record, for example, control assertions and COSO-
related information to allow the effective monitoring of
internal controls related to SOX.

As the premier Enterprise Risk Management system,
ARM can be used to record all types of risk and

control information right across the business. ARM’s
organizational structures, folder hierarchies and tight
security features mean that SOX-related data can be
viewed distinct from operational risk registers — yet SOX
controls can be linked to operational risks and across
entities. This makes ARM the flexible solution to meet
both compliance and enterprise risk management needs.

OPERATIONAL/MANAGEMENT CONTROLS

In additional to the financial and regulatory control
environment, organizations have operational controls
to protect the ongoing operation of the business.
Internal management controls comprises the plan

of the enterprise and all of the methods adopted
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An example of Sarbanes-Oxley information recorded in ARM
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within the business to safeguard its assets, check the
accuracy and reliability of its accounting data, promote
operational efficiency and encourage adherence to
prescribed managerial policies.

Areas where operational (or management) controls are
typically found are:

B Human Resources (training, recruitment,
performance, leave, iliness etc)

B |nformation Security (BS 17799)

Information Technology (COBIT -
ITIL - IT Service Management)

Project Management (PRINCE II)

Quality Management (ISO 9001)

Health & Safety (OHSA, HSE)

Business Continuity (BS 25999-1:2006, NFPA 1600)

IT Governance,

While the process for operational controls management
is primarily the same as for the management of financial
controls, the ability to relate operational risks and
controls to different organizational, asset, performance
and requirements structures becomes important. In
many cases a single control may be protecting multiple
risks with those risks defined across multiple touch
points in the business. ARM uniquely supports the
definition of these complex relationships.

INDUSTRY REGULATORY CONTROLS

All organizations must address compliance with
industry, national and international regulations and
standards. ARM enables the ongoing assessment of
the investment case for being compliant and the level
of that compliance against an economic framework that
includes the other funding decisions made within the
company. For instance if it is shown that the financial
penalty, reputational or legal impact assessment for not
being compliant is less than the cost of being compliant,
then the business has the information to make a
decision on whether to invest in other options that have
a higher shareholder return.

ARM uniquely supports the ability to identify, assess
and relate the risk and control environment to these
regulations within such an economic model.

Industry regulations include:
B Healthcare — HIPPA

B Food & Drugs — FDA

B Health & Safety - OSHA, HSE

B  Trading standards

B |mport/Export

®  National security

B Financial Services — GLB Act, FSA



ARM Controls Management

ARM CONTROLS MANAGEMENT FEATURES:

B A performance and risk-driven approach to
Controls Management

B An economic framework for optimizing controls
resourcing and investment

B Risk assessment to identify the key threats to the
business across multiple risk categories to be
able to prioritize qualitatively and quantitatively
the focus on the control model

B |inking of controls to multiple risks and through
this to processes, organizational units, assets,
compliance requirements, KPI’s and financial
accounts

® Definition of the control type to different
communities (eg. Financial, HR, Information
Security)

® Definition and management on the
characteristics of each control (Key/Other,
Manual/Auto, Preventative/Detective, etc)

B Assessment of the performance and
effectiveness of the control from a design and
operating perspective
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B Detailed control evaluations with a two
stage review of the performance of each
control including tests, conclusions and
recommendations

B |ntegration with ARM’s document management
solution to store and relate detailed control
documentation, tests and test results (such
formats as MS Word and MS Excel)

®  Creation and monitoring of remedial actions and
the ability to link these to controls

B Email alerting of control status, evaluation status
and ownership

B Management reports and metrics on the status of
control evaluation and problem resolution

B Both comprehensive and light touch user
interfaces using portal technology to provide very
simple access for infrequent users who must
perform control assessment

B Automatic or manual re-assessment of
the current risk exposure based on control
effectiveness assessment.

Active Risk Manager (ARM) enables the identification, communication, analysis and mitigation of risks and
opportunities in both quantitative and qualitative formats. It covers project and portfolio risk, supply chain risk
management, business continuity, reputational risk, health and safety, incident management, governance,

compliance risks and more.

ARM is used by major organizations around the globe and was awarded “Risk Application of the Year” in
November, 2010 at the global Risk Management Awards run in conjunction with the Institute of Risk Management.

Active Risk, formerly Strategic Thought Group, was founded in 1987 and is headquartered in the UK with its US

operation, Active Risk Inc, based in Washington DC.
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FOR MORE INFORMATION, PLEASE CONTACT US:

info@activerisk.com
+44 (0)1628 582500 (EMEA)
+1 703 673 9580 (Americas)

www.activerisk.com




